Version: 2.0 | Updated on: 26 April 2018

Hotel MSSNGR

Contract for commissioned processing of personal data according to
the EU General Data Protection Regulation (GDPR)
(controller-processor agreement)



Contract on commissioned processing of
personal data: controller-processor agreement

between and

Hotel MSSNGR GmbH
Tolzer StralRe 17
83677 Reichersbeuern

represented by represented by

Simon Brickner

Henceforth referred to as the Controller Henceforth referred to as the Processor
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1 Introduction, area of application, definitions

(1) This contract stipulates the rights and obligations of the controller and processor (henceforth
referred to as the ‘Parties”) in the context of processing personal data on behalf of the controller.

(2) This contract applies to all activities for which the processor’s employees or any subcontractors
that he/she has tasked with processing the controller’s personal data.

(3) Thetermsused inthis contractare to be understood in accordance with their respective definitions
inthe EU General Data Protection Regulation (GDPR). Should it be necessary to make the following
declarations ‘in writing’, the written form is meant, as prescribed by § 126 BGB (Biirgerliches
Gesetzbuch [German Civil Code]). Furthermore, the declarations may be made in another form
under the condition that suitable verification is ensured.

2 Scope and duration of the data processing

2.1 Scope

The processor shall carry out the following processes:

Offering guest communication platform for hotels, including a guest app on smartphones, a guest
web app, digital sighage monitors, and an administration backend.

The processing is based on either a pre-existing service contract entered into by the Parties
(henceforth referred to as the ‘Master Contract’) or by accepting the terms when booking the service
on the website of the Processor.

2.2 Duration
Processing shall begin on May 25, 2018 and be carried out for an unspecified period until either
party terminates the agreement to offer Hotel MSSNGR services.

3 Nature and purpose of collecting, processing or using the data:

3.1 Nature and purpose of processing the data

Processing the data consists of the following: collecting, compiling, organising, sorting, saving,
adapting or changing, separating, recalling, using, publishing or transferring, distributing or any other
form of provision, replication or linking, restricting, deleting or destroying data

The data is processed for the following purpose: Hotel MSSNGR is exclusively processing in order to
offer an end user app, including a and booking functionality as well as a backend administration
interface for staff.

3.2 Type of data
The following data is to be processed:

e Customer data

e Data of interested parties
e Profile data

e Logindata

e Staff data

e Contract data (bookings)
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3.3 Categories of persons affected
The following data subjects are affected by the data being processed:

(1)

(2)

(3)
(4)

(5)

(6)

(7)

(8)

(9)

e Customers of controller

e Interested parties of controller
e Staff members of controller

e Suppliers of controller

e Staff members of processor

Obligations of the processor

The Processor shall only process personal data as contractually agreed or as instructed by the
Controller, unless the Processor is legally obliged to carry out a specific type of data processing.
Should the Processor be bound by such obligations, the processor is to inform the Controller
thereof prior to processing the data, unless informing him/her is illegal. Furthermore, the
Processor shall not use the data provided for processing for any another purposes, specifically
his/her own.

The Processor confirms that he/she is aware of the applicable legal provisions on data protection.
He is to observe the principles of correct data processing.

The processor shall be obliged to maintain strict confidentiality when processing the data.

Any individuals who could have access to the data processed on behalf of the Controller must be
obliged in writing to maintain confidentiality, unless they are already legally required to do so via
another written agreement.

The Processor shall ensure that the individuals he/she employs, who are to process the data, have
been made aware of the relevant data protection provisions as well as this contract before starting
to process the data. The corresponding training and sensitisation measures are to be appropriately
carried out on a regular basis. The Processor shall ensure that the individuals tasked with
processing the data are adequately instructed and supervised on an ongoing basis in terms of
fulfilling data protection requirements.

In connection with the commissioned data processing, the Processor must support the Controller
when designing and updating the list of processing activities and implementing the data protection
assessment. All data and documentation required are to be provided and made immediately
available to the Controller upon request.

Should the Processor be subject to the inspection of supervisory authorities or any other bodies
or should affected persons exercise any rights against the Processor, then the Processor shall be
obliged to support the Controller to the extent required, if the data being processed on behalf of
the Controller is affected.

Information may be provided to third parties by the Processor solely with the Controller’s prior
consent. Inquiries sent directly to the Processor will be immediately forwarded to the Controller.

If he/she is legally obliged to do so, the Processor shall appoint a professional and reliable
individual as the authorised data protection officer. It must be ensured that the officer does not
have any conflicts of interest. In the event of any doubts, the Controller can contact the data
protection officer directly. The processor is to then immediately notify the controller of the contact
details of the data protection officer or provide a reason as to why a data protection officer has
not been appointed. The Processor is to immediately inform the Controller of any changes to the
status of the data protection officer or of any changes to his in-house tasks.
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(10) Any data processing may only be carried out in the EU or EEC. Any change to a third-party country
may take place with the Controller's consent and in accordance with the conditions stipulated in
chapter V of the GDPR and this contract.

(11) If the Processor is not located in the European Union, then he/she is to appoint a responsible
representative in the European Union in accordance with article 27 of the GDPR. The Controller is
to be immediately informed of the contact details for the representative as well as any changes to
the status of the representative.

5 Technical and organisational measures

(1) The data protection measures described in Appendix 1 are binding. They define the minimum
requirements to which the Processor is obligated.

(2) The data protection measures may be adjusted according to the continued technical and
organisational advancement as long as the agreed upon minimum has been sufficiently met. The
Processor shall immediately implement the changes required for the purposes of maintaining
information security. The Controller is to be immediately informed of any changes. Any significant
changes are to be agreed upon by the Parties.

(3) Should the security measures implemented by the Controller not, or no longer, be sufficient, the
Processor is to inform the Controller immediately.

(4) The Processor shall ensure that the data processed on behalf of the Controller is kept strictly
separate from any other data.

(5) Copies or duplicates are not to be created without the Controller’'s knowledge. Any technically
necessary, temporary duplications are exempt, provided any adverse effects to the agreed upon
level of data protection can be ruled out.

(6) Processing data in a private residence is only permitted with the Controller’s prior written consent.
Should the data be processed in this way, the Processor is to ensure that the sufficient level of data
protection and data security is maintained and that the Controller’s supervisory rights as
determined in this contract can also be exercised without restriction in the private residence.

(7) Dedicated data media, which originate from the Controller or which are used for the Controller,
are to be specifically marked and are subject to ongoing administration. They are to be
appropriately stored at all times and must not be accessible to unauthorised persons. Any
removals and returns are to be documented.

(8) The Controller is entitled to carry out supervisory actions to ensure that the processor has fulfilled
his obligations, especially for completely carrying out the agreed upon technical and organisational
measures.

6 Stipulations on correcting, deleting and blocking data

(1) In the scope of the data processed on behalf of the Controller, the Processor may only correct,
delete or block the data in accordance with the contractual agreement or the Controller's
instructions.

(2) The Processor shall comply with the respective instructions provided by the Controller at all times
and also after the termination of this contract.

7 Subcontracting

(1) Subcontractors may only be appointed on an individual basis with the Controller's written consent.
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(2) Consentisonly possible if the subcontractor is subject to a contractual minimum of data protection
obligations, which are comparable with those stipulated in this contract. The Controller shall, upon
request, inspect the relevant contracts between the Processor and the subcontractor.

(3) The Controller’s rights must also be able to be effectively exercised against the subcontractor. In
particular, the Controller must have the right to carry out inspections, or have them carried out by
third parties to the extent specified here.

(4) The Processor’s and subcontractor’s responsibilities must be clearly distinguished.

(5) Any additional subcontracting carried out by the subcontractor is not permitted.

(6) The Processor shall choose the subcontractor by specifically considering the suitability of the
technical and organisational measures taken by the subcontractor.

(7) Any transfer of the data processed on behalf of the Controller to the subcontractor shall only be
permitted after the Processor has provided convincing documentation that the subcontractor has
met his/her obligations in full. The Processor must submit the documentation to the Controller
without being requested to do so.

(8) Appointing any subcontractors, who are to process data on behalf of the Controller, who are not
located and do not operate exclusively within the EU or EEC, is only possible in compliance with
the conditions stipulated in chapter 4 (10) and (11) of this contract. Specifically, this shall only be
permitted if the subcontractor provides appropriate data protection measures. The Processor is to
inform the Controller of the specific data protection guarantees provided by the subcontractor and
how evidence thereof can be obtained.

(9) The Processor must review the subcontractor’s compliance with obligations on a regular basis,
every 12 months at the latest. The inspection and its results must be documented such that they
are understandable to a qualified third party. The documentation is to be submitted to the
Controller without it being requested.

(10) Should the subcontractor fail to fulfil his/her data protection obligations, the Processor will be
liable to the Controller for this.

(11)At present, the subcontractors provided in Appendix 2 with names, addresses and order content
are involved in processing personal data to the extent specified therein and have been approved
by the Controller. Any other obligations on the part of the Processor to subcontractors, which have
been stipulated here, shall remain unaffected.

(12)Subcontracting, in terms of this contract, only refers to those services that are directly associated
with rendering the primary service. Additional services, such as transportation, maintenance and
cleaning, as well as using telecommunication services or user services, do not apply. The
Processor’s obligation to ensure that proper data protection and data security is provided in these
cases remains unaffected.

8 Rights and obligations of the Controller

(1) The Controller shall be solely responsible for assessing the admissibility of the processing
requested and for the rights of affected parties.

(2) The Controller shall document all orders, partial orders or instructions. In urgent cases, instructions
may be given verbally. These instructions will be immediately confirmed and documented by the
Controller.

Page 6 of 14



(3)

(4)

(5)

(1)

(2)

(3)

(4)

The Controller shall immediately notify the Processor if he finds any errors or irregularities when
reviewing the results of the processing.

The Controller shall be entitled to inspect compliance with the data protection provisions and
contractual agreements with the Processor to an appropriate extent, either personally or by third-
parties, in particular by obtaining information and accessing the stored data and the data
processing programs as well as other on-site inspections. The Processor must make it possible for
all individuals entrusted with carrying out audits to access and inspect as required. The Processor
is required to provide the necessary information, demonstrate the procedures and provide the
necessary documentation for carrying out inspections.

Inspections at the Processor’s premises must be carried out without any avoidable disturbances
to the operation of his/her business. Unless otherwise indicated for urgent reasons, which must
be documented by the Controller, inspections shall be carried out after appropriate advance notice
and during the Processor’s business hours, and not more frequently than every 12 months. If the
Processor provides evidence of the agreed data protection obligations being correctly
implemented, as stipulated in chapter 5 (8) of this contract, any inspections shall be limited to
samples.

Notification obligations

The Processor shall immediately notify the Controller of any personal data breaches. Any justifiably
suspected incidences are also to be reported. Notice must be given to one of the Controller’s
known addresses within 24 hours from the moment the Processor realises the respective incident
has occurred. This notification must contain at least the following information:

a. A description of the type of the personal data protection infringement including, if
possible, the categories and approximate number of affected persons as well as the
respective categories and approximate number of the personal data sets;

b. The name and contact details of the data protection officer or another point of contact for
further information;

c. Adescription of the probable consequences of the personal data protection infringement;

d. A description of the measures taken or proposed by the Processor to rectify the personal
data protection infringement and, where applicable, measures to mitigate their possible
adverse effects.

The Controller must also be notified immediately of any significant disruptions when carrying out
the task as well as violations against the legal data protection provisions or the stipulations in this
contract carried out by the Processor or any individuals he/she employs.

The Processor shall immediately inform the Controller of any inspections or measures carried out
by supervisory authorities or other third parties if they relate to the commissioned data processing.

The Processor shall ensure that the Controller is supported in these obligations, in accordance with
Art. 33 and Art. 34 of the GDPR, to the extent required.

10 Instructions

(1)

(2)

(3)

The Controller reserves the right of full authority to issue instructions concerning data processing
on his/her behalf.

The Controller and the Processor shall appoint the individuals who have been exclusively
authorised to issue and accept instructions in Appendix 3.

In the event of a change to the above-mentioned individuals or if they are subject to long-term
incapacitation, the other party shall be immediately informed of any successors or representatives.

Page 7 of 14



(4) The Processor shall immediately inform the Controller if an instruction issued by the Controller
violates, in his opinion, legal requirements. The Processor shall be entitled to forego carrying out
the relevant instructions until they have been confirmed or changed by the party responsible on
behalf of the Controller.

(5) The Processor is to document the instructions issued and their implementation.

11 Ending the commissioned processing

(1) When terminating the Master Contract or at any time upon the Controller’s request, the Processor
must either destroy the data processed as part of the commission or submit the data to the
Controller at the Controller’s discretion. All copies of the data still present must also be destroyed.
The data must be destroyed in such a way that restoring or recreating the remaining information
will no longer be possible, even with considerable effort. Any physical destruction shall be carried
out in accordance with DIN 66399. Protection class 1 shall apply, as a minimum.

(2) The Processor is obligated to immediately ensure the return or deletion of data from
subcontractors.

(3) The Processor must provide proof of the data being properly destroyed and immediately submit
this proof to the Controller.

(4) Any documentation that serves the purpose of providing proof of proper data processing, shall be
kept by the Processor according to the respective retention periods, including the statutory period
after the contract has expired. The Processor may submit the respective documentation to the
Controller once his/her contractual obligations have ended.

12 Remuneration

The Processor’s remuneration is conclusively stipulated in the Master Contract. There is no separate
remuneration or reimbursement provided in this contract.

13 Liability

(1) The Controller and the Processor shall be jointly liable for compensation to anyone for damage
caused by any unauthorised party or for incorrect data processing within the scope of the contract.

(2) The Processor shall bear the burden for proving that any damage is not the result of circumstances
that he/she is responsible for insofar as the relevant data have been processed under this
agreement.

(3) The Processor shall be liable to the Controller for any damages culpably caused by the Processor,
his/her employees or appointed subcontractors or the contract-executing agency in connection
with rendering the contractual service requested.

(4) Sections 13 (2) and 13 (3) shall not apply if the damage occurred as a result of correctly
implementing the service requested or an instruction provided by the Controller.

14 Right to extraordinary termination

(1) The Controller may, at any time, terminate the Master Contract and this contract without notice
(‘extraordinary termination’) if a serious infringement of data protection regulations or the
provisions of this contract exists on part of the Processor, if the Processor cannot or will not
execute the client’s legal instructions or if the Processor refuses to accept the Controller’s
supervisory rights, in violation of this contract.
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(2)

(3)

A serious breach shall, in particular, be deemed to have occurred if the Processor has not
substantially fulfilled or failed to fulfil the obligations laid down in this agreement, in particular the
technical and organisational measures.

For insignificant breaches, the Controller shall provide the Processor with a reasonable period of
time to remedy the situation. Should the situation not be remedied in good time, the Controller
shall be entitled to extraordinary termination as stipulated here.

15 Miscellaneous

(1)

(2)

(3)
(4)

(5)

Both Parties are obligated to treat all knowledge of trade secrets and data security measures,
which have been obtained by the other party within the scope of the contractual relationship,
confidentially, even after the contract has expired. If there is any doubt as to whether information
is subject to confidentiality, it shall be treated confidentially until written approval from the other
party has been received.

Should the Controller’s property be threatened by the Processor by third-party measures (e.g. by
seizure or confiscation), by insolvency or settlement proceedings or by other events, the Processor
shall immediately notify the Controller.

Any ancillary agreements must be in writing.

An exemption to the right of retention in terms of § 273 BGB is ruled out with regard to the data
processed and the associated data carriers.

Should any parts of this agreement be invalid, this will not affect the validity of the remainder of
the agreement.

Signatures

Berlin, 2018-05-02
Location, Date Location, Date
Controller Processor
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Johannes Welsch
Berlin, 2018-05-02


Appendix 1: Technical and organisational
measures

The technical and organisational measures for ensuring data protection and data security, which the
Processor, at the very least, has to establish and maintain at all times, are defined below. In particular,
the aim is to ensure the confidentiality, integrity and availability of the information processed
throughout the term of the contract.

1 Confidentiality (Article 32(1) lit. b GDPR) Access Control

Note: Personal data is exclusively stored at hosting service provider Hosteurope - the corresponding
TOM documentation is available from the service provider.
This document therefore only covers technical measures for personal computers and server software.

1.1 Physical access control

e Only Apple Macintosh and Linux may be used.

e All computers must request a password after switching on and after a timeout of 5 minutes.

e Passwords must be created using the 1Password utility with the current password policy. They
may not be generated manually under no circumstances.

e Passwords need to be changed at least every 6 months, no changes by just "counting".

e The computers must be provided with the latest Apple or Linux distribution security patches
immediately after release, automatic updates must be activated.

e A firewall solution must be used (e.g. the Apple firewall provided)

e The browser used is Safari or Chrome.

e A suitable remote deletion solution must be installed on each computer in case of loss (e.g.
Prey or Where is My Mac).

e Thereisno needtoinstall a virus scanner according to the BSI guideline BSI-CS 010 v1, because
there are too few viruses in circulation for Macs or Linux desktops.

e All computers must use a hard disk encryption recommended by NIST (e.g. File Vault 2 or
TrueCrypt).

1.2 Software access control

A role-based user scheme is used for access control. Only administrators and booking agents are
allowed to access personal data, for example to activate a new user or to remove an existing user
from the system, as well as to process bookings.

Logins and booking changes are logged so changes can be traced.

The role based access system prevents users from accessing the personal data of other users —
except if they have a specific task to do so.

Direct access to the server (root via SSH) is only possible via RSID keyfile but not via passwords, so
that personal data cannot be accessed via root login. Only specially activated administrators can
access the systems for maintenance purposes. Passing passwords to other parties is also excluded by
the use of keyfiles.
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1.3 Separation of data

So-called root servers are used for data storage. These are dedicated servers that cannot access
other systems. The test and productive systems are strictly separated, whereby no personal data is
available on the test system. If live data is copied to test or local systems for debugging purposes, an
anonymizer system will delete all personal data.

1.4 Pseudonymisation (Article 32(1) lit. a GDPR; Article 25 (1) GDPR)

Personal data is only accessible to users if it is required for a business process (e.g. managing
bookings). Other processes such as logging or analyses are always pseudonymised or preferably
anonymised.

2 Integrity (Article 32(1) lit. b GDPR)

2.1 Control of redistribution

Data is not regularly transferred from or to the systems of the processor. Data always remain on the
systems designated for this purpose. If data migration should occur during a server move, the data
will be transferred to the new server using an AES256-encrypted containers.

2.2 Control of data entry
User IDs, IP addresses and timestamps are logged for each system login. The additional storage of
time stamps at processing operations makes it possible to trace which user has changed data.

3 Availability and Resilience (Article 32(1) lit. b GDPR)
3.1 Availability control

The hosting provider Hosteurope has taken extensive precautions to prevent cyber attacks such as
DDOS attacks and unauthorized system access. These can be found in the TOMs of Hosteurope.

Managed hosting environments with biometric access control are used, with Hosteurope providing
integrated backups, uninterruptible power supplies and emergency management in the event of fire,
water and natural disasters.

The server software is kept up to date by the contractor. For this purpose, security blogs are
subscribed to in order to patch 0-day exploits and a monthly internal security audit is carried out.

Furthermore, monitoring is active, which informs the support staff on duty as soon as the websites
are unavailable.

In the event of a downtime or a security breach, special incident response plans exist which can be
viewed on request.

3.2 Restoring availability in a timely manner (Article 32 (1) lit. ¢ GDPR)

All program code is checked into a version control system with a complete change history, so that in
case of program errors a reversion to an alternative working version can be carried out in order to
quickly restore availability in case of an incorrect software update.

Automated deployment scripts are used for this purpose, which also enable the system to be
restored on a replacement server within a few minutes.

In addition to the backups already performed, personal data is backed up by Hosteurope every night,
so that even in the event of a previous error, the data can be recovered completely and quickly.
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4 Processes for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures (Article 3(1)
lit. d GDPR; Article 25(1) GDPR)

4.1 Privacy Management

Data protection is achieved by means of regular audits and a constantly updated list of processing
activities and service agreements for all employees. These documents can be viewed by every
customer.

Johannes Welsch has been appointed data protection officer.

4.2 Incident Response Management

Automated monitoring and manual escalation mechanisms are defined and in place for data
breaches or server attacks. When an incident is reported, a defined process is triggered, which is
accessible to and trained by all employees and is regularly revised.

4.3 Data protection by design and by default (Article 25(2) GDPR)

The protection of personal data is our highest priority and is taken into account in all business
processes. We will never collect more personal data than is necessary for the respective purpose.
Through regular audits, collected inventory data is compared with changed legal conditions and
deleted if necessary.

4.4 Control of instruction
All employees are bound to data secrecy according to §5 BDSG (German data protection law).

There will be no processing of data within the meaning of Article 28 GDPR without corresponding
instructions from the controller; a written order must be formulated in each case.

The controller shall be granted a right of inspection by the processor within the limits of the data
processing agreement.

All commissioned subprocessors must prove by means of suitable proofs (certifications, TOMs) that
they at least meet the processor’s own data protection requirements.
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Appendix 2: Permitted subcontractors

Hosteurope GmbH
Hansestr. 111
51149 KoIn

Hosteurope GmbH is responsible for hosting the production web servers. The contractor has signed a
separate DPA with Hosteurope GmbH.

Technical and organisational measures of Hosteurope can be found here (in German):
https://www.hosteurope.de/download/ADV_TOM Host Europe GmbH V3 0.pdf

Google Inc.

1600 Amphitheatre Parkway
Mountain View, CA 94043
USA

The contractor uses Google Analytics, a web analysis service by Google Inc. The contractor has signed
a separate DPA with Google Inc.

Fortech SRL

Str. Frunzisului nr.106
400664 Cluj-Napoca
Romania

The contractor orders personnel services from Fortech SRL, such as developer and testing capacities.
With a separate DPA and organizational directives for staff, we ensure privacy compliance.
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Appendix 3: Individuals authorised to
issue instructions

The following individuals are authorised to issue and receive instructions.

Processor:

Simon Briickner
Johannes Welsch
Konstantin Schliiter

Controller:
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